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Privacy Commitment

The Old School Community Gathering Place (OSCGP) respects your privacy and is strongly committed
to keeping any information obtained from you or about you secure. This Privacy and Confidentiality
Policy describes our practices with respect to Personal Information collected from or about you when you
use our website and services (collectively, “Services™).

Types of Information Collected

Membership Information. OSCGP collects membership information when prospective or existing
members submit an on-line membership form available on the OSCGP website. The information is
entered into an electronic database, and a Register of Members Names is created. Only designated Board
and employees have access to the database. In accordance with OSCGP bylaws, any member may inspect
the Register of Members Names.

Social Program Data. When the OSCGP provides social programs, it gathers personal information from
clients related to the specific program and is securely stored both in paper and digital forms. Age
verification information may be collected as required by law.

Our services are not directed at children under the age of thirteen. The OSCGP does not knowingly
collect personal information from children under the age of thirteen. If you have reason to believe that a
child under the age of thirteen has provided personal information to us through our services, please
contact us. We will investigate any notification and if appropriate, delete the personal information from
our systems. If you are thirteen or older, but under eighteen, you must have permission from your parents
or guardian to use our services.

Donations. The OSCGP collects the necessary information from doners to issue a tax receipt and submit
details to the Canadian Revenue Agency (CRA).

Correspondence. The OSCGP collects and retains paper and digital correspondence, which includes all
information provided. Digital correspondence, such as email, may be shared only with the authority of the
originator.

Please remember that emails sent over the public internet are not secure. If you send an email directly to
us from your own email account, the contents will not be encrypted. We strongly recommend that you do
not send sensitive information (like a credit card number) to us via unencrypted email. The OSCGP is not
responsible for any transmission by you of any personal information over the public internet. We cannot



promise that your use of our website will be completely safe. We encourage you to use caution when using
the internet, protect your personal information, and know your rights regarding privacy.

Board, Employees and Volunteer Personal Information. The OSCGP collects and stores personal
information of Board members, employees and volunteers. This information may include information
required for payments and for filing data with the CRA. Board information is shared with specific
government offices as required by provincial laws. Employees and volunteers may review all personal
information retained by the OSCGP applicable to the individual requesting this information only.

Website “Cookies”. The OSCGP website automatically uses "cookies", a tiny element of data that our
website sends to user’s browser, which may then be stored on a user's computer to permit the website to
recognize future visits using that browser. Cookies enhance the convenience and use of the website. These
cookies collect information about how you use the website. These cookies allow us to improve the
function of the website, including for testing and training purposes. This can include information like
which pages you visited, and which links you clicked on. Opting out of performance cookies will result in
us being unable to gather information on your visits to the website or how to improve performance of the
website.

Website Links. Our website contains links to other websites or internet resources that are provided solely
for your convenience and information. When you click on one of those links you are contacting another
website or internet resource. The OSCGP has no responsibility or liability for, or control over, those other
websites or internet resources or their collection, use, and disclosure of your personal information.

Social Media. We may offer you the opportunity to engage with our content on or through third-party
social networking websites, plug-ins, and applications (e.g. Facebook). When you engage with our
content on or through third-party social networking websites, plug-ins, and applications, you may allow
us to have access to certain information associated with your social media account (e.g., name, username,
email address, profile picture, gender) to deliver the content or as part of the operation of the website,
plug-in or application.

Video Surveillance. The OSCGP operational areas are under video surveillance selectively for safety
purposes. The recorded images are viewed only when required and by authorized employees.

Legal Disclosure

The OSCGP may disclose collected information as permitted or required by applicable law. For example,
we may be compelled to release information by a court of law or other person or entity with jurisdiction
to compel the production of such information. If we have reasonable grounds to believe the information
could be useful in the investigation of unlawful activity, we may disclose information to law enforcement
agencies or other appropriate investigative bodies. We may also disclose personal information to other
organizations in the case of investigating a breach of an agreement or contravention of law or detecting,
suppressing or preventing fraud.

Removal of Information Collected

The OSCGP keeps all forms of information only as long as it is needed for legitimate purposes and to
meet any legal requirements. We have retention standards that meet these parameters. We destroy or erase
stored information when it is no longer needed for the purposes for which it was collected, or we remove
any personal identifiable information to render it anonymous.
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Confidentiality
All personnel matters and actions will be strictly confidential. OSCGP employees or members engaging

in or privy to personnel matters or actions may not divulge any information concerning such matters or

actions to anyone who is not directly involved in the personnel matter.

Personal information means recorded information about an identifiable individual, including but not
limited to:

individual’s name, address, or phone number

individual’s race, national or ethnic origin, colour, or religious/political beliefs

individual’s age, sex, sexual orientation, or marital/family status

individual’s fingerprints, blood type or inheritable characteristics

information about the individual’s health-care history, including a physical or mental disability.
Information about individual’s educational, financial, criminal or employment history

anyone else’s opinions about the individual

individual’s personal views or opinions, except if they are about someone else

Some common types of privacy breaches include, but are not limited to:

sending personal information, in any format, to the wrong person. For example, sending an email
or mailing documents to the wrong address.

snooping through files, databases, or other systems to look at personal information that you have
no need to know.

discussing someone else’s personal information with another person, whether inside or outside
the workplace, who does not have a need to know that information.

sharing your password to a system.
data entry error or perhaps a technical error that results in someone getting another person’s
information, such as personal information found on a permit or license.

disclosing personal information about someone to an unauthorized person or to the public with
malicious intent, such as posting online through social media.

Events such as the following may result in a privacy breach:

theft or loss of equipment or electronic devices containing personal information

careless transport or handling of equipment or electronic devices containing someone else’s
personal information, whether inside or outside the workplace

storage of someone else’s personal information on electronic devices such as memory sticks,
laptops or tablets without adequate security measures

sale or disposal of equipment or electronic devices containing someone else’s personal
information that has not been removed prior to the sale or disposal

office doors or filing cabinets left unlocked, or computers left unattended while logged in
any breach of network security that may allow a hacker to gain access to personal information
failure to verify a person’s identity before disclosing personal information

failure to dispose of documents or portable storage devices in a secure manner, such as by
shredding documents or wiping data from a portable storage device

failure to store information in a secure manner, such as failing to use passwords or encryption, or
failing to control access to shared folders



This policy does not apply to discussions and information given in the course of legal and quasi-legal
proceedings such as hearings, appeals and litigations or in compliance with law or the requests of
government agencies, or in any other situation where the interests of confidentiality must give way to
other interests.

Attachment: Privacy Breach Management Guidelines



Privacy Breach Management Guidelines
Purpose
The objective of this guideline is to help OSCGP identify, manage, and resolve privacy breaches and
suspected privacy breaches and to provide guidance on assessing whether notification to affected
individuals is required in the case of a breach.

Applicable Law
Personal Information Protection and Electronic Documents Act (PIPEDA).

Privacy Breach

A privacy breach occurs when there is unauthorized access to or collection, use, or disclosure of personal
information, whether deliberately or inadvertently. In PIPEDA, personal information is defined as
information about an identifiable individual, but does not include the name, title or business address or
telephone number of an employee of an organization. Some of the most common privacy breaches happen
when personal information of customers is stolen, lost or mistakenly disclosed (e.g., a computer
containing personal information is stolen or personal information is mistakenly emailed to the wrong
people). Privacy Breaches that involve OSCGP personal information at our third-party service providers
are also covered by this protocol.

Privacy breaches are not limited to external malicious actions, such as theft or “hacking”, but just as often
involve internal errors and failures to follow established information handling procedures. A privacy
breach may also be a consequence of faulty operational procedure. While there may be no harm intended,
these types of security breach can affect individuals' privacy as much as malicious actions.

Breach Response

All employees and volunteers are responsible for immediately reporting privacy breaches or suspected
privacy breaches. Employees and volunteers can report breaches without fear of reprisal.

There are five key steps to effectively respond to a breach or suspected breach:

1. Discovery and reporting

Breach containment and preliminary assessment
Evaluation of the risks associated with the breach
Consideration of notification

Follow-up investigation and prevention
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Step 1 - Discovery and Reporting

Report all privacy breaches or suspected privacy breaches immediately to your supervisor/manager so
that the required breach management steps can be put in place.

Reporting may be done verbally at first (ideally within two hours of discovery) but is to be followed by an
email within one business day. Reporting and breach containment, Step 2, should occur simultaneously
where possible.

The Privacy Breach Report should include:

your contact information

location of the incident

when the breach or suspected breach was discovered

description of the incident, how it was discovered, and any other relevant information



the cause of the breach or suspected breach (if known or suspected)

the number and nature of the affected individuals or organizations

any immediate steps taken to contain the breach or suspected breach

and if any of the affected individuals have been notified of the incident and if so, when
they were notified.

The supervisor will determine whether the breach or suspected breach is serious enough to warrant
implementation of the full Breach Management Protocol and progression to Step 2. The supervisor will
also determine whether legal advice should be sought at this point.

Step 2 - Breach Containment and Preliminary Assessment

The process of containment should begin upon discovery of the breach or suspected breach in order to
prevent further theft, loss or unauthorized access, use, disclosure, copying, modification or disposal of
personal information.

The supervisor designates an appropriate individual to lead the initial investigation.

The following steps are intended to illustrate the actions that may be required to contain the breach or

suspected breach (but they are not exhaustive).

I.  Determine if the breach appears to involve theft or other criminal activity and, if so,
whether law enforcement should be notified or involved immediately.

II.  Ensure that additional breaches cannot occur through the same means (e.g., stop the
unauthorized practice, change the process, change passwords, identification numbers,
and/or temporarily shut down a system).

I11. Determine what, if any, personal information has been stolen, lost or accessed, used,
disclosed, copied, modified or disposed of in an unauthorized manner.

IV.  Securely retrieve the data, if possible.

V.  Ensure no copies of the data have been made or retained by the individual or
organization involved in the breach or suspected breach.

VI.  Determine whether the breach or suspected breach would allow unauthorized access
to any other data (e.g. an electronic information system involving multiple databases
where other personal information could be compromised) and take whatever
immediate steps are necessary and appropriate.

VII.  Ensure that any evidence that may be necessary to investigate the breach is not
destroyed.

The supervisor reviews the containment measures to determine if the breach has been effectively
contained and whether further containment action is necessary.

Step 3 - Evaluate the Risks Associated with the Breach

The appointed investigator, together with the supervisor:
e identifies and documents what personal information has been or is suspected to have been
breached, including the specific data elements (e.g. name, contact information, SIN or other
government identification number, credit card number, PIN, personal health information)
e identifies the form of personal information (e.g. paper, electronic).
e identifies, to the extent possible, affected individuals and/or organizations and
jurisdictions.



When assessing the risks associated with the breach, the following factors should be considered:
Personal Information Involved:
» sensitivity of the personal information involved - some personal information is more sensitive

than others (e.g. Government identification numbers, financial account information, health
information)
* number or combination of personal information data elements
* whether the information was encrypted or otherwise rendered anonymous
Cause and Extent of the Breach:
* number of records involved - scope of the breach
+ risk of ongoing or repeated breaches of a similar nature
* risk of further exposure of the information
» whether the information has been retrieved
» whether this is a systemic problem or isolated incident
» whether the breach was caused by a malicious act or with nefarious intent (whether information
was lost or was stolen)
Individuals Affected by the Breach:
 the number of individuals affected by the breach
* the category of individuals affected by the breach (e.g. members, employees, volunteers, clients,
service providers)
Foreseeable Harm of the Breach:
+ for the affected individuals: risk of identity theft or other fraud, financial loss, reputational risk,
loss of business or employment, humiliation, risk of physical harm, damage to relationships
» reasonable expectation of the affected individuals
 nature of the recipient of the information - is there a trust relationship, are they a criminal, can
they reasonably be expected to return the information without disclosing or using it?
* reputation loss, loss of funder confidence, loss of assets, financial exposure, risk of legal
proceedings
* is there a risk of harm to the public?

Step 4 - Consider Notification and Reporting
Notification can be an important mitigation strategy that has the potential to benefit both OSCGP and the
individuals affected by a breach. The challenge is to determine when notification is appropriate. Incidents
will be considered on a case-by-case basis to determine whether breach notification is required.
In general, if a breach creates a real risk of serious harm to affected individuals, they should be notified.
Prompt notification to individuals in these cases can help them mitigate the damage by taking steps to
protect themselves.
As part of this step, consideration should be given to:
I. notify affected individuals
II. notify Board Chair
III. notify the Manager, Information Services and Privacy (who is the Privacy Officer for the
Department of Opportunities and Social Development), to report the privacy breach
IV.inform the Office of the Privacy Commissioner of Canada or other provincial Commissioners, as
appropriate, of the breach



V. inform anyone else of the breach, as appropriate, such as the police, other regulators or
professional bodies.

There are several factors to consider when determining whether to notify individuals, regulatory bodies or

others. This may be discussed with external counsel.

Step 5 - Investigation / Prevention of Future Breaches
Once the immediate steps have been taken to mitigate the risks associated with the breach, the
Collaborative Leadership Team more fully investigates the breach, where necessary, and
determines whether to develop a Prevention Plan.
A Prevention Plan should suggest actions which are proportionate to the significance of the
breach and whether it was a systemic breach or an isolated instance.
This plan may include:
e security audit of both physical and technical security
e review of policies and procedures and any changes to reflect the lessons learned from the
investigation and regularly after that (for example, security, record retention and
collection policies)
e review of employee training practices
review of service delivery partners
e review of contract or the contracting process

The resulting plan may include a requirement for an audit at the end of the process to ensure that
the prevention plan has been fully implemented.

Additional Responsibilities

The following activities may also need to occur:
» developing a communications plan, if necessary
* ensuring implementation of the Prevention Plan
» reviewing relationships with third party service providers if they were the source of the breach
* disciplining employees who, after due process, are found to have been negligent or committed

wrongdoing, as appropriate under the circumstances

 training employees as necessary on breach escalation procedures, and compliance with privacy
policies

¢ notifying OSCGP employees and volunteers, as appropriate, once the investigation and any resulting

activities are complete.



